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Most Recent 100 Compromises
Date Found Email Password Hit Source Type Origin PII Hit

02/26/20 6
02/19/20 jaxo**** None
02/15/20 6
02/15/20 6
02/15/20 6

6
02/15/20 6
02/15/20 6
02/15/20 6
02/09/20 Lanc**** None
02/03/20 5
01/13/20 tenn**** None
01/13/20 walk**** None
01/09/20 Crea**** None
01/09/20 bryc**** None
01/09/20 Crea**** None
01/09/20 Crea**** None
01/09/20 Crea**** None
01/09/20 Crea**** None
01/09/20 bryc**** None
01/09/20 bryc**** None
01/09/20 bryc**** None
01/07/20

John.public@yourcompany.com 
jjohn@yourcompany.com 
jsmith@yourcompany.com 
johnson@yourcompany.com 
jabbott@yourcompany.com 

kbennett@yourcompany.com 
crawford@yourcompany.com 
belt@yourcompany.com 
larry.ancone@yourcompany.com 
deep@yourcompany.com 
ted.ennes@yourcompany.com 
rich.thomas@yourcompany.com 
contact@yourcompany.com 
admin@yourcompany.com
info@yourcompany.com 
support@yourcompany.com 
admin@yourcompany.com 
spam@yourcompany.com
info@yourcompany.com 
contact@yourcompany.com 
spam@yourcompany.com 
admin@yourcompany.com coin****

id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 

id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum 
id theft forum

Not Disclosed 
Not Disclosed 
Not Disclosed 
Not Disclosed 
Not Disclosed 

Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 
Data Breach 

Not Disclosed 
Not Disclosed 
Not Disclosed 
Not Disclosed 
Not Disclosed 
Account information for some games at 
zynga.com/games 

verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io 
verifications.io None



WHY MONITORING FOR EXPOSED CREDENTIALS IS IMPORTANT 

OW ARE 1CREDENTIIALS 1COMPROMIISED?

PHISHING 

Jil WATERING HOLES 
..-.. 

MALVERTISING 

WEB ATTACKS 

• SE!nd E!-malls disguised as legitimate messagE!s 
Tri.ck USE!ts inlo ilisclo:sing c:redential.s 

• DE!liver malwari! thal taptu.r-es ctE!d.E!nlials 

• Tat-gel a popular site: soda) metlla, corporal!! Intra.Mt 
Inject malw-.i.re into lhE! rndE! of lhE! legillmatE! WE!bsitE! 

• DE!liver malwari! to visitors that captures credl!ntials 

• Inject malwar-e into Legitimate onllne advertising 11E!two.rks 
DE!liver malwari! to visitors that captures crE!dentials 

• scan Internet-facing company assets tor vulnerabilities 
• Exploit discove-ed vulner-dbilltiE!s to es1.ahlis:h a foothold 

Move laterally through the network 10 diM:over ctedemials 

WHAT CAN AN ATTACKER DO WITH COMPROMISED CREDENTIALS? 
Passwords ar@ a nventi@lh-omtury solution to a modern-day 
prohl@m. Unfortunately, user names and passwords ar@ still 
th@ most common mi!'thod for loggin,g onto services including 
corporate networks, social mE!d.ia sites, e-commerce sites and 
Oth@I'S. 

�enentage of adults 
l'ntbei U.S. 11sqlih:11 
same oneiy similar 

passwords: for mullil� e 
onllne services: 

28,500 
heraie nUJ11.berof 

bre<a.ched data records, 
lncludmg credentials, per 

U.S.·based compi111J 

User names and passwol'ds represent th@, keys to th@ 
kingdom for malicious attackers.. Crim.ma.ls who know how 
to p@lletrat@ a ,company's defens,e-s can easily steal hundn!ds 
Ol" even thousands of credentials at a tim@. 

A criminal dealing in sto-lm ,credentials can make t!!Ils of 
thousands of dollars from buyers int@l"E!st@d in purchasing 
cl"E!d@ntials. And by :s@lling thOOE! cr@d!!ntials to mulrip}@ 
lmyer.s, orgaruzations that l!XJl@rlence a l:Jreach of 
cl"E!d@ntials can @asily b@ und@l" digital assault horn do:ums 
Ol" even hundl'@ds of attackers. 

$1 -$8 
Typ1cal price Tal!Jl!t for 
lndMd11� compromised 

credentials 

Send Spam from Compromised £mail Accounts 

Deface Web Properties and Host Malicious Content 

Install Malware on Compromised Systems 

Compromise Other Accounts Using the Same Credentials 

Exfiltrate Sensitive Data (Data Breach) 

Identity Theft 

PROTECTING AGAINST CREDENTIAL COMPROMISE 

While there is always .a risk that attackers will oornp,romis@ a 
oompany's systems through advano!!d attacks, most data bn!ach@s 
exploit ,common vect-ors such as known vulrnrrabiliti@s, lDlpatched 
sy.stems and unawar@ @mpfoye@s. Onily by impl@m@nting a suite 
of tools including monitoring, data leak prE!V@ntion, rnultifactor 
authentication, employ!!@ security awan!ness training and others - ,can 
organizations protect th@il" business &om th� perils ofth@ dark web. 
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